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Implementing Cisco 10S Network Security (IINS) Foundation Learning Guide, Second Edition, is a Cisco-
authorized, self-paced learning tool for CCNA® Security 640-554 foundation learning. This book provides
you with the knowledge needed to secure Cisco® networks. By reading this book, you will gain a thorough
understanding of how to develop a security infrastructure, recognize threats and vul nerabilities to networks,
and mitigate security threats.

This book focuses on using Cisco 10S routers to protect the network by capitalizing on their advanced
features as a perimeter router, firewall, intrusion prevention system, and site-to-site VPN device. The book
also covers the use of Cisco Catalyst switches for basic network security, the Cisco Secure Access Control
System (ACS), and the Cisco Adaptive Security Appliance (ASA). You learn how to perform basic tasksto
secure asmall branch office network using Cisco |OS security features available through web-based GUls
(Cisco Configuration Professional) and the CLI

on Cisco routers, switches, and ASAS.

Whether you are preparing for CCNA Security certification or simply want to gain a better understanding of
Cisco 10S security fundamentals, you will benefit from the information provided in this book.

Implementing Cisco 10S Network Security (IINS) Foundation Learning Guide, Second Edition, is part of a
recommended learning path from Cisco that includes simulation and hands-on training from authorized
Cisco Learning Partners and self-study products from Cisco Press. To find out more about instructor-led
training, e-learning, and hands-on instruction offered by authorized Cisco Learning Partners worldwide,
please visit www.cisco.com/go/authorizedtraining.

-- Develop a comprehensive network security policy to counter threats against information security
-- Secure borderless networks

-- Learn how to use Cisco |OS Network Foundation Protection (NFP) and Cisco Configuration Professional
(CCcP)

-- Securely implement the management and reporting features of Cisco 10S devices

-- Deploy Cisco Catalyst Switch security features

-- Understand | Pv6 security features

-- Plan threat control strategies

-- Filter traffic with access control lists

-- Configure ASA and Cisco |0S zone-based firewalls

-- Implement intrusion prevention systems (IPS) and network address translation (NAT)

-- Secure connectivity with site-to-site |Psec VPNs and remote access VPNs



This volume isin the Foundation Learning Guide Series offered by Cisco Press®. These guides are devel oped
together with Cisco as the only authorized, self-paced |earning tools that help networking professionals build
their understanding of networking concepts and prepare for Cisco certification exams.

Category: Cisco Certification
Covers. CCNA Security 1INS exam 640-554
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From reader reviews:
Jimmy Stansberry:

With other case, little men and women like to read book Implementing Cisco 10S Network Security (IINS
640-554) Foundation Learning Guide (2nd Edition) (Foundation Learning Guides). Y ou can choose the best
book if you'd prefer reading a book. Given that we know about how is important a book Implementing Cisco
IOS Network Security (IINS 640-554) Foundation Learning Guide (2nd Edition) (Foundation Learning
Guides). Y ou can add expertise and of course you can around the world by a book. Absolutely right, because
from book you can learn everything! From your country right up until foreign or abroad you will find
yourself known. About simple factor until wonderful thing you could know that. In this era, we could open a
book or perhaps searching by internet unit. It is called e-book. Y ou need to use it when you feel bored stiff to
gotothelibrary. Let's examine.

Robert Alleman:

What do you in relation to book? It is not important along with you? Or just adding material when you really
need something to explain what the one you have problem? How about your free time? Or are you busy
person? If you don't have spare time to try and do others business, it is make you feel bored faster. And you
have time? What did you do? Every person has many questions above. The doctor has to answer that
guestion due to the fact just their can do that. It said that about reserve. Book isfamiliar on every person.
Yes, it iscorrect. Because start from on guarderia until university need this kind of Implementing Cisco |0S
Network Security (IINS 640-554) Foundation Learning Guide (2nd Edition) (Foundation Learning Guides)
to read.

Scott Harrington:

Does one one of the book lovers? If so, do you ever feeling doubt when you are in the book store? Attempt to
pick one book that you never know the inside because don't determine book by its protect may doesn't work
thisis difficult job because you are frightened that the inside maybe not seeing that fantastic as in the outside
appearance likes. Maybe you answer can be Implementing Cisco 10S Network Security (IINS 640-554)
Foundation Learning Guide (2nd Edition) (Foundation Learning Guides) why because the fantastic cover
that make you consider about the content will not disappoint anyone. The inside or content is actually
fantastic as the outside or cover. Y our reading 6th sense will directly direct you to pick up this book.

Gary Muldowney:

Beside this Implementing Cisco |OS Network Security (I1INS 640-554) Foundation Learning Guide (2nd
Edition) (Foundation Learning Guides) in your phone, it may give you away to get nearer to the new
knowledge or data. The information and the knowledge you might got here is fresh from your oven so don't
be worry if you feel like an older people live in narrow small town. It is good thing to have Implementing
Cisco 10S Network Security (IINS 640-554) Foundation Learning Guide (2nd Edition) (Foundation



Learning Guides) because this book offers for you readable information. Do you often have book but you do
not get what it's exactly about. Oh come on, that will not happen if you have this in the hand. The Enjoyable
set up here cannot be questionable, including treasuring beautiful island. Technigques you still want to miss
it? Find this book and read it from now!
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